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SSID MAC Address Status Security Mode
W63APV1.0-TEST C8:3A:35:D7:07:31 Enabled None
IP-COM_D70731 C8:3A:35:D7:07:32 Disabled None
IP-COM_D70732 C8:3A:35:D7:07:33 Disabled None
IP-COM_D70733 C8:3A:35:D7:07:34 Disabled None
IP-COM_D70734 C8:3A:35:D7:07:35 Disabled None
IP-COM_D70735 C8:3A:35:D7:07:36 Disabled None
IP-COM_D70736 C8:3A:35:D7:07:37 Disabled None
IP-COM_D70737 C8:3A:35:07:07:38 Disabled None
$ $% $/- " $/ N
JH<$N 7 $/C)H<
N : (4
Yy 7 T 2
I$ 7 1l na $/ n &
#
$ %0 $-" 80" S Y-S '$.8
$-"$ $3 (8" $' $.83 H#2
$ I$II_ n / $ $+ O (8

$+ 0

"8 S




POSITIVO

SEG

!
'+ '$/.$# < -/05%S%. ..
._$+ n/&$ 7 n$ '+
< |
24 GHz 5 GHz

Received Packets

" &$

Transmitted Packets

SsID Received Traffic @Qty) Transmitted Traffic Qty)
WeE3APVL.O-TEST 0.00MB 17 0.26MB 2876
IP-COM_D70731 0.00MB 0 0.00MB 0
IP-COM_D70732 0.00MB 0 0.00MB 0
IP-COM_D70733 0.00MB 0 0.00MB 0
IP-COM_D70734 0.00MB 0 0.00MB 0
IP-COM_D70735 0.00MB 0 0.00MB 0
IP-COM_D70736 0.00MB 0 0.00MB 0
IP-COM_D70737 0.00MB 0 0.00MB 0
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IP Address Type
IF Address
Subnet Mask
Default Gateway
Primary DNS
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Device Name
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LAN Setup

C8:3A:35:D7:07:30

Static IP v

192.168.0.254
2552552550
0.0.0.0
0.0.0.0
0.0.0.0
Access Point

® Faster Speed (Auto Negotiation)

() Longer Distance (10 Mbps Full Duplex)

Save | Cancel
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DHCP Server ()
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DHCP Server DHCP Clients

DHCP Server D

Start IP Address 192.166.1.100

End IP Address 1592.166.1.200

Subnet Mask | 255.2552550
Gateway Address 192.168.1.1

Primary DNS 192.168.1.1
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Lease Time | 1 day v I
=
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DHCP Server DHCP Clients
Refresh
ID \I/ Host Name IP Address MAC Address Lease Time
1 Honor_9-2b0d9d81e4... 192.168.1.147 54:81:21:56:62:45 23hrs 57min 55sec
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Administrator: admin
2.4 GHz SSID Settings 5 GHz SSID Settings

SEID IP-COM_BEBER2 v Save
Enable @ Enable (0 Disable Restore
Broadcast SSID @ Enable () Disable
: Help
Isolate Client () Enable @ Disable

WMF @ Enable () Disable

Suppress Broadcast Probe () Enable @ Disable
Response
Max. Number of Clients 48 (Range: 1 to 128)

SSID IP-COM_B888838
Chinese SSID Enceding UTF-8 v

Security Mode None v

7 $$" $/ 7 /% .8
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24 GHz 5 GHz
SSID
Status
Broadcast SSID

Isolate Client

[solate SSID

WMF

Max. Number of Clients

SSID

Chinese SSID Encoding

Security Mode

Encryption Algorithm

Key

Key Update Interval

Test_01 v

® Enable ) Disable

® Enable ) Disable

() Enable @ Disable

) Enable @ Disable

() Enable @ Disable
48 (Range: 1 to 128)
Test 01

| UTF-8 v

| Mixed WAPMPA2-PSK v |

® AES © TKIP O TKIPRAES

rrrnsase

1] Second (Range: 60 to 99999, 0 indicates no upgrade)

Save

| Cancel
|

444-
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SSID Test_01 v
Status ® Enable 0 Disable
Broadcast SSID ) Enable ® Disable
Isolate Client ) Enable ® Disable
Isolate SSID (0 Enable @ Disable
WMF () Enable @ Disable
Max. Number of Clients 43 (Range: 1 to 128)
SSID hot_spot
Chinese 55ID Encoding ‘ UTF-8 v
Security Mode | WPA2 v|
RADIUS Server 192.168.0.200
RADIUS Port 1812 (Range: 1025 to 65535. Default: 1812)
RADIUS Key savasier
Encryption Algorithm  ® AES O TKIP ) TKIP&AES
Key Update Interval o Second (Range: 60 to 99999. 0 indicates no upgrade)
| Cancel |
; =$E$' 3 D M>

"E G
#5<$ $/
$. | $9%/

1%
"18" &.2
; $$", 9
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*;# Internet Authentication Service

File  Action “iew Help
e BmeERE @

ation Service [Local) Friendly Mame | Addiess

New RADIUS Client | | There ar= no lems to shows in this view.
%5_’ Remote Access N 3
D_ Cornection Fed oo
% Cannection | e D
{1 Remate R
Refresh
Export Lizt...
Help
Y — 2
|New Clignt |

[ 1$$"$$ 7 = /[$
$" ;$"/$ >3 $$%0 .

New RADIUS Client E3 '

Name and Address

Type a friendly name and either an IP Address or DNS name for the client.

Friendly name: I root

Client address (IP or DNS):

192.168.0.254 Verify... |

|

< Back I Next > I Cancel

"1$%/

HO

$"¢ %
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VAT 3 " '

New RADIUS Client X|

Additional Information

If you are using remote access policies based on the client vendor attribute, specify the
vendor of the RADIUS client.

Client:Vendor
|RADIUS Standard =

Shared secret: I xxxxxxxx

Confirm shared secret: I xxxxxxxx

[ Request must contain the Message Authenticator attribute T

#II n n
e 0eR

coos [T |

-+ $/ $#H S 9.

1$"/ &2 $. [/ $9%/
$$", 9

22 Internet Authentication Service

Eile  Action  Wiew Help
- BB 2

[ Internet Autheniication Service [Local] Name | Ordes |
L0 RADIUS Clients {8 Connections 1o Miciosolt Rouling and RemoleA._. 1
':-I Remate Access Logging 55 Connections to other access servers 2
31 Connection Request Pr|  New Remete Accass Policy

HNew L
View »
Refiesh
Expost List...
Help

'New Remote Access Policy [
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Welcome to the New Remote |
Access Policy Wizard =

This wizard helps you sel 4p & ismote sccess policy,
which is a set of conditions that determine which

connechon requests are granted access by this server,

To contnue, click Mext

il e

|
a[.-sun| HEN-] |[# Internet Authenticati... ,S,dunmt-lﬂNSMNm--! ﬁb 236PM

[ 1$$":."$"1%$9%/

Policy Configuration Method
The wizard can create a typical policy, or you can create a custom policy.

How do pou want to zet up this policy?

% se the wizard to zet up a tepical policy for a common scenario

= Set up a custom policy

Type a name that describes this policy.

Policy name: I root |

Example: Authentizate allYFH connechonz.

¢ Back | Cancel |
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Access Method
Paolicy conditiohs are bazed on the method uzed to gain access to the network,

Select the method of access for which pou want to create a policy.

i WPN

lUze for all WPH connectionz. To create a policy for a specitic ¥PH type, go back to the
previouz page, and select Set up a cuztom policy.

= Dialup

Uze for dial-up connections that uze a traditional phone line or an Integrated Services
Crigital Metwark [ISOM] line.

 wireless
Uz for wireless LA connechons only.

o

Uze for Ethernet connections, such as connections that uze a switch.

< Back Mext = Cancel

$$" $ G $" 1359/

Uszer or Group Access

Yiou can grant access to individual ugers, or you can grant access o selected
groups.

[Grant access bazed on the tollowing:

T ser
Llzer acceszs permizzions are specified in the uzer account.

TAdrviaual uger permissions ovemde group permizsions.

Group narme:

Add...
Hemave |

< Back I et Cancel
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Select thiz object type:

IGru:uups Object Tvpes.., |
Erorm thiz lacation:
ICOI‘I'IDEI.CGIH Locations... |
Enter the object names to zelect [examples]:
BOZ 1x Check Mames
Advanced... ()4 Cancel
S

$$" $ A B $" 1$9%/

Authentication Methods
EAP uszes different types of security devices to authenticate users.

Select the EAP bupe: for this policy.

Tupe:

IF'ru:uteu:ted EAP [PEAR) VI

< Back Cancel |
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Mew Remote Access Policy Wizard ; ﬂ

Completing the New Remote
Access Policy Wizard

You have successfully completed the Mew Femaote Access
Falicy *wizard. v'ou created the following policy:

root

Conditions:
HAS-Port-Type matches "' Ethernet” AND
Windowes-Groups matches "COMBANOZ 1"

Authentication; EAP[Protected EAP [PEAP])

Eneryption: Basic, Strong, Strongest, WMo encruption

To cloze this wizard, click Finizh.

< Back Finizh Cancel |

1$"/ &2 $. [ $ $$",

$$" $
$$" $ 94 48 NC NO92 "1$
$/
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Sethings |

Specify the conditions that connection requests must match.

Windows-Groups matches "COMBAWS02 1"

Add... | | Bemowve |

[f connection requests match the conditionz zpecified in thiz palicy, the
azzaciated prafile will be applied to the connechion.

Edit Prafile... |

IInlezs individual access permizsions are gpecified in the uzer prafile, this
paolicy controls access to the netwaork,

If a connection request matches the specified conditions:
" Deny remote access permission

¥ Grant remote access permission

K, I Cancel | Spply |

$$" % O "1$% $"1$%  $E

NAS-Port-Type E3
Awaillable types: Selected types:
FIAFS - Add > Ethernet
SDSL - Syrmmetric DSL —_— 4 | Wireless - IEEE 802.11
Sunc [T1 Line] <¢ Bemove |
Token Ring

Wirtual (PR

My

%75
#D5SL - Digital Subscn

4 | 3 1] | |

189/ "1$
$ "-+ 05% " -/$/.
-+ $+ $" 189 $E'
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Edit Dial-in Profile el

Diakin Constraints | P | Multilink
A thentication | Encivption | Advanced

Select the authentication methods you want to allovs for this connection.

¥ Microsoft Encrypted Authentication version 2 [M5-CHAP v2)
[ User can change passward after it has expired

v Microzoft Enciypted Suthentication [M5-CHAR]
[~ Uszer can change pazsword after it has expirad

¥ Encrypted authentication [CHAR)

¥ Unencrypted authentication [PAF, SPAF)

Unauthenticated access

Allow clientz to connect without negatiating an authentication
s .
method.

QK | Cancel | | Lpply |

A [I$ +$/- SE& " 1$%/ 9
-+ - /05%

$/ $ "% + LO0+("
444-
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C 3 s 8% %
@O'F‘F b Control Panel » Metwork and Internet » Mebwork and Sharing Center - |&, ‘ | Segrch Control Ponsi Fe) |

@

Control Panel Home . . . . .
View your basic network information and set up connections
Manage wireless networks B&: 3 ES I* x ‘ t} See full map
Ch dapter sett
i ADMIN-PC Network 4 Intemet
Change advanced sharing (This computer)
settings 2 2 .
View your active networks Connect or disconnect
= Network 4 Access type: Mo Internet access
Work network Connections: @ Local Area Connection 5

Change your networking settings

@ Setup a new connection or netwark
Set up a wireless, broadband, dial-up, ad hoc, or VPN connection; or set up a router or access point.

s. Connect to a network
Connect or reconnect to a wireless, wired, dial-up, or VPN network connection,

ﬁ Choose homegroup and sharing options
Access files and printers located on other network computers, or change sharing settings.

Troubleshoot problems
See also @ P

Diagnose and repair network problems, or get troubleshooting information,
HomeGroup

Internet Options

Windows Firewall
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%vhﬂﬂ b Control Panel » Metwork and Internet » banage Wireless Metwarks

Manage wireless networks that use (Wireless Network Connection)

Windows tries to connect to these networks in the order listed below,

Add | Adapter properties  Profiletypes  Metwork and Sharing Center

- | 5 | | Search Monoege Wireless Networks

)

l 0 items

189/

o]l & |

@ ! Manually connect to a wireless network

How do you want to add a network?

AL: Manually create a network profile

"= This creates a new network profile or locates an existing network and saves a profile
for the network on your computer. You need to know the network name (55ID) and
security key (if applicable).

L~ Createan ad hoc network
This creates a temporary network for sharing files or an Internet connection
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@ 1! Manually connect to a wireless network

Enter information for the wireless network you want to add

MNetwork name: hot_spot

Security type: [WPAZ-Enterprise '] H " %
Encryption type: [AES v] P 1"
Security Key: Hide characters

Start this connection automatically

Connect even if the network is not broadcasting

Warning: If you select this option, your computer’s privacy might be at risk.

189/

b= = ]

@ ! Manually connect to a wireless network

Successfully added hot_spot

% Change connection settings
Open the cennection properties so that [ can change the settings.




POSITIVO
SEG
1% + $$"$ * 5 A B $
"1$%/
hiot_spot Wireless Metwork Properties E

Connection| Security |

Security bype: [WPAZ-EnterprisE V]

Encryptian bype: [AES - ]

Choose a network authentication metbod:
I[Microsurt: Protected E&P (PEAP) v]] Settings |

Remermber my credentials For this connection each
time I'm logged on

Advanced settings

[ (a4 ] [ Cancel
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Protected EAP Properties

hen connecting:

|:| Connect to these servers;

Trusted Rook Certification Authorities:

[ Baltimare CyberTrust Roat

[ ¢lass 3 Public Primary Certification Authority
[ Glabalsign Roat CA

[ Microsoft Root Autharity

[ Microsoft Root Certificate Autharity

[ Microsoft Root Certificate Autharity 2011
[ Thawte Timestamping C& -
4 m | »

|

m

[] Do not prompt: user ko authorize new servers or trusted
certification autharities,

Select Authentication Method:

[Secured password (EAP-MSCHAP w2) '] [ Configure. .. ]

Enable Fast Reconneck

[T Enfarce Metwork Access Pratection

[ Discannect if server does not present cryprobinding TLY
[T Enable Identity Privacy

[ ] 4 ] [ Cancel

78/ 1% ; C
1 7A 12 C B 189 $E'

E&P MSCHAP2 Properties

when connecting:

ml Automnatically uze my Windows logon name and
pazzword [and domain if any).

i Ok i Cancel
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hot_spot Wireless Metwork Properties E

Connection | Security

Security bype: [WPA2—Enterprise - ]

Encrypion bype: ’AES .. ]

Choose a network authentication method:
[Microsoft: Protected E4 (PEAP) | FSettings |

[¥]Remember my credentials far this connectian each
time I'm logged on

| anced setkings

K ] [ Cancel

$$" % $"1%$%  $E

Advanced settings E
B02.1¥ settings | 502,11 settings

Specify authentication mode:

[User or computer authentication Save credentials

Delete credentials For all users

[T1Enable single sign on For this network

(@) Perform immediately before user logon

Perform immediately after user lagon

Maximurm delay (seconds):

Allow additional dialogs to be displayed during single
sign on

This network uses separate virtual LAks for machine
and user authentication

| i oK i Cancel
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@ ! Manually connect to a wireless network

Successfully added hot_spot

< Change connection settings
Open the connection properties so that I can change the settings.

Close

444

13 "$8$$% ". $ S $%$.&,8%
$", $% (8 1%, cJ $ .S SES

s

Currently connected to:

Network 4

Internet access

m

s
Wireless Metwork Connection ~
hot_spat I!ﬂ
Connect automatically

Open Network and Sharing Center

8:52 AM

v & O 5 g

SE& +.35 /$ %
$" 188/ $E

"E 1 7
$ %, % $# 7
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Windows Securil
Network Authentication

Please enter user credentials

™ p—

[ ok [ cancat |
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2.4 GHz 5 GHz d
Wireless Metwork ()
Country/Region | China '-i
MNetwork Mode ‘ 11bigin v
Channel | Au_to "I
Channel Bandwidth | 20MHz v
Lock Channel [«
Transmit Power
10dBm 23dBm
Lock Power I
Preamble ® Long Preamble ) Short Preamble
Short GI @ Enable ) Disable
Suppress Broadcast Probe (0 Enable @ Disable
Response
$$ 9/- $$'¢"-" $ -02 $ $H$ $ , &
$$I$II_II I: $+2 $ ;
1% $+ 2 [Z Nota
V$ & $ st $. 8"
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24 GHz 5 GHz

Beacon Interval 100 ms (Range: 40 to 999. Default: 100)
Fragment Threshold 2346 (Range: 256 to 2346. Default: 2346)
RTS Threshold 2347 (Range: 1 to 2347. Default: 2347)
DTIM Interval 1 (Range: 1 to 255. Default: 1)
RSSI Threshold =90 dBm (Range: -90 to -60. Default: -90)
Signal Transmission ® Coverage-criented ) Capacity-oriented
Air Interface Scheduling @ Enable () Disable
Anti-interference Mode | 3 (Suppress critical inter ¥ | (Range: 0 to 3. Default: 3)

APSD (O Enable ® Disable

Client Timeout Interval | 10min v

Mandatory Rate W1 2# 550609 1101200180 24036048054 AN

Optional Rate W 1# 2# 55 6« 9% 11# 12+ 18 24# 36« 48# 54 [#All
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